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eduGAIN	  numbers	  	  

Federa&ons:	   38	  

All	  en&&es:	   3290	  

IdPs:	   2087	  

SPs:	   1206	  

Standalone	  AAs:	   3	  
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IDEM 9 anni fa:  
la killer application 
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Quale servizio di autenticazione? 
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+ IdP in eduGAIN 
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Il valore negli Attributi 
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Nome	  	  

Cognome	  

Email	  

Affiliazione	  

Organizzazione	  

Iden&fica&vo	  univoco	  



Il caso d’uso degli editori 

Iden&ty	  Provider	  (IdP)	  asserts	  
authen&ca&on	  and	  
informa&on	  about	  users.	  

Service	  Providers	  (SP)	  check	  
and	  consume	  this	  informa&on	  
for	  authoriza&on	  and	  make	  it	  
available	  to	  an	  applica&on	  

A	  group	  of	  organiza&ons	  running	  IdPs	  and	  SPs	  that	  agree	  on	  a	  
common	  set	  of	  rules	  and	  standards	  that	  build	  trust	  
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No researcher works in isolation 
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Source:	  LIGO/Caltech	  
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6 traguardi per il successo di eduGAIN 

100%	  of	  the	  
federa&ons	  

Is	  the	  en&ty	  in	  
eduGAIN?	  

Does	  it	  talk	  
with	  

“friends”?	  

Matches	  
security	  
prac&ces?	  

Does	  it	  release	  
aZributes?	  CoCo	  and	  R&S	  



Tutte le nazioni in eduGAIN 
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Marzo	  2016	  
38 eduGAIN Members 
  5 Joining eduGAIN 

  8 Candidate Federations	  
10 Known Federations 

54%	  

100%	  

100%	  
20%	  

100%	  

	  2%	  
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LIGO needs to collaborate with you 
Italian Login Providers (IdPs)   

These	  Italian	  login	  providers	  (iden&ty	  providers	  or	  IdPs)	  are	  of	  par&cular	  interest	  to	  the	  gravita&onal-‐wave	  
community	  since	  there	  are	  groups	  of	  astronomers	  from	  those	  ins&tu&ons	  that	  need	  to	  collaborate	  with	  LIGO.	  	  
This	  is	  not	  a	  sta&c	  list	  and	  is	  expected	  to	  evolve.	  If	  you	  have	  sugges&ons	  or	  changes	  for	  the	  list	  please	  send	  email	  
to	  the	  LIGO	  IdP	  project.	  	  

Federated	  IdPs	  	  
  Dipar&mento	  di	  Fisica,	  Università	  di	  Siena	  (en&tyID	  hZps://shibboleth.unisi.it/idp/shibboleth)	  	  
  INAF	  -‐	  Na&onal	  Ins&tute	  for	  Astrophysics	  (en&tyID	  hZps://idem.ced.inaf.it/idp/shibboleth)	  	  
  University	  of	  Milano	  Bicocca	  (en&tyID	  hZps://idp.unimib.it/idp/shibboleth)	  	  
  Università	  di	  Padova	  (en&tyID	  hZps://shibidp.cca.unipd.it/idp/shibboleth)	  	  
  University	  of	  Perugia	  (en&tyID	  hZps://idp.unipg.it/idp/shibboleth)	  	  
  Universita	  di	  Pisa	  (en&tyID	  hZps://idp.unipi.it/idp/shibboleth)	  	  
  INFN	  (all	  ins&tutes)	  (en&tyID	  hZps://idp.infn.it/saml2/idp/metadata.php)	  	  
Not	  federated	  at	  this	  7me	  	  
  ASDC	  -‐	  ASI	  Science	  Data	  Center	  	  
  Brera	  Observatory	  Milan	  	  
  Is&tuto	  Universitario	  di	  Studi	  Superiori	  of	  Pavia	  	  
  Università	  dell'Insubria	  	  
  Università	  di	  Udine	  

hZps://wiki.ligo.org/AuthProject/EMFollowUpOrganiza&onsForIdMItaly	  
hZps://wiki.ligo.org/AuthProject/EMFollowUpOrganiza&onsForIdM	  	  	  
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ORG	  

directory	  

IdP	  

SP	  

Benefici per il SP 
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Una	  password	  unica	  per	  
tu<e	  le	  risorse	  

+facilità	  d’uso	  
+sicurezza	  
+privacy	  

Ges7sce	  centralmente	  le	  iden7tà	  	  
Concentra	  lo	  sforzo	  in	  un	  solo	  posto	  
Può	  aggiungere	  funzionalità:	  
second	  factor,	  LoA	  
+efficienza	  +sicurezza	  +privacy	  

directory	   •  un	  bacino	  più	  grande	  di	  uten&,	  	  
•  meno	  carico	  burocra&co	  rela&vo	  alla	  
registrazione	  degli	  uten&,	  	  

•  più	  sicurezza	  nella	  ges&one	  delle	  
credenziali,	  	  

•  più	  affidabilità	  nei	  da&	  personali,	  	  
•  più	  sicurezza	  generale	  dei	  servizio	  in	  
rete	  
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Campaigns for “eduGAIN works” 

100%	  of	  the	  
federa&ons	  

Is	  the	  en&ty	  in	  
eduGAIN?	  

Does	  it	  talk	  
with	  

“friends”?	  

Matches	  
security	  
prac&ces?	  

Does	  it	  release	  
aZributes?	  CoCo	  and	  R&S	  
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Campaigns for “eduGAIN works” 

100%	  of	  the	  
federa&ons	  

Is	  the	  en&ty	  in	  
eduGAIN?	  

Does	  it	  talk	  
with	  

“friends”?	  

Matches	  
security	  
prac&ces?	  

Does	  it	  release	  
aZributes?	  CoCo	  and	  R&S	  
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e-Research Trust and Identity 
Infrastructures 

Campus	  
• Hundreds	  of	  
thousands	  of	  
users	  

Federa&on	  
• Tens	  of	  thousands	  
of	  services	  

eduGAIN	  
• Thousands	  of	  
services	  

General	  and	  
Specific	  e-‐
Research	  
Infrastructures	  
• Hundreds	  of	  
services	  

Individual	  Experiments	  
• Tens	  to	  hundreds	  of	  individuals	  
*	  
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GENERIC	  

SPECIFIC	  



Release Attribute Bundle 

iden&fica&vo	  
condiviso,	  persistente,	  
non	  riassegnabile	  

eduPersonPrincipalName	  

eduPersonTargetedID	  	  

nome	  

displayName	  

givenName	  

sn	  

indirizzo	  email	   mail	  

affiliazione	   eduPersonScopedAffilia&on	  
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Mancato rilascio degli attributi 
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ORG	  

IdP	   authen&cated	  

Release	  
AZributes?	  

ERROR	  
SP1	  

R&S	  

Is	  it	  possible	  to	  prevent	  this	  error?	  



Categorie R&S e DP_CoCo 

Le	  Categorie	  raggruppano	  le	  en&tà	  della	  federazione	  
sulla	  base	  di	  criteri	  comuni	  possedu&.	  

La	  categoria	  Research	  and	  
Scholarship	  è	  basata	  sul	  
criterio	  del	  legimmo	  interesse	  
• Salvaguarda	  il	  Principio	  di	  necessità	  
(data	  minimisa&on)	  

• Limita	  i	  &pi	  di	  servizi	  permessi	  nella	  
categoria	  garantendo	  un	  rischio	  
basso	  ed	  iden&ficando	  in	  modo	  
chiaro	  la	  necessità	  di	  da&	  personali	  

La	  categoria	  GÉANT	  Code	  of	  
Conduct	  ha	  lo	  scopo	  di	  
minimizzare	  il	  rischio.	  
• Il	  criterio	  del	  legimmo	  interesse	  è	  
fondamentale	  

• Comunica	  che	  l’IdP	  e	  il	  SP	  sono	  
consapevoli	  dei	  requisi&	  legali	  

• Basata	  sulla	  Diremva	  95/46/EC	  1995	  
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Q&A 

GRAZIE PER L’ATTENZIONE 
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